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Claims: 



1 . A control system, characterized in that it comprises at least 



5 — 



10 



leans (IR2) for setting up a short distance second data 
transmission connection (CH2) to a wireless communication 
device (MS) when it is within said distance, the connection 
being arranged for transmitting at least an identification 
message (MSG1) to said communication device, the mes- 
sage containing data (ID1) for identifying said control sys- 
tem (Si 



15 



20 



means (RF2, TE2) for receiving messages via a communi- 
cation channel (CC1 , CC2, CC3) from a mobile communica- 
tion network (PLMN) which is arranged to set up a wireless 
first data transmission connection (CH1) to said com- 
munication device for the transmission of messages and 
which communication network also comprises authentica- 
tion means (AG) for identifying said communication device 
and allowing theVansmission of messages, and 



25 



processing means\(CTRL2) at least for interpreting a control 
messages (MSG2)\ transmitted from said communication 
device and receivedV/ia a communication channel, the mes- 
sage comprising at least data (CMD) for controlling the con- 
trol system in a desired manner. 



30 



2. The control system according to\claim 1 , characterized in that the 
authentication means (AC) are also arranged for adding data (ID2) 
identifying the communication devicle (MS) in the control message 
(MSG2). 



35 



3. The control system according to claNm 1 or 2, characterized in 
that the control message (MSG2) contains at least the telephone num- 
ber of the communication, device (MS) tha\sent said control message, 
to identify said communication device. 
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4. The control system according to any of the claims 1 to 3, charac- 
terized\ in that the control message (MSG2) contains at least data 
(ID1) for\ identifying the control system for the transmission of the 

5 message. 

5. The contk>l system according to any of the claims 1 to 4, charac- 
terized in that it also comprises memory means (DB2) for storing at 
least one acceptable key code (KC1, KC2), and that in case the 

0 received control Vnessage (MSG2) also contains a key code (KCO), the 
processing means (CTRL2) are arranged to compare the key code of 
the control message with acceptable key codes, to allow or prevent the 
control. 

5 6. The control systeni according to any of the claims 1 to 5, charac- 
terized in that 

— it also comprises memory means (DB2) for storing at least 
one acceptable^key code (KC1 , KC2), 

0 

— as a result to the^ control message (MSG2), the processing 
means (CTRL2) are arranged to transmit an acknowledge- 
ment message (MSG4) via a communication channel (CC1 , 
CC2, CC3) to the communication device (MS), the message 

5 comprising data (KC1\ KC2) on acceptable key codes to be 

supplemented with a Kiew control message (MSG2) to be 
transmitted from said communication device, and 

— said new control message\is arranged to be received via a 
0 second data transmission connection (CH2). 

7. The control system according to anyof the claims 1 to 6, charac- 
terized in that said means are also arranged to receive key messages 
(MSG3) transmitted from a server (SRV) via^a communication channel 
5 (CC1, CC2, CC3), the message containing data (KC1, KC2) on 
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acceptable key codes for their storage in the control system (SS) for 
comparison. 

8. The control system according to any of the claims 1 to 7, charac- 
5 terized in that the key message (MSG3) is arranged to be transmitted 
from a serverYSRV) via a mobile communication network (PLMN) to a 
communication\device (MS), the message containing data (KC1, KC2) 
on acceptable key codes for storing them in said communication device 
and adding thern in the control message (MSG2) transmitted by said 
10 communication device. 



V 



9. The control system according to any of the claims 5 to 8, charac- 
terized in that theVey code (KCO) contains at least data (ID2) identi- 
fying the communication device (MS) that transmitted the control mes- 

15 sage (MSG2). 

1 0. The control system\ according to any of the claims 5 to 9, charac- 
terized in that the key code (KCO) contains at least the telephone 
number of the communication device (MS) that transmitted the control 

20 message (MSG2). 

11. The control system according to any of the claims 1 to 10, charac- 
terized in that it also comprises control means (LS) for controlling the 
operation of the control system, on the basis of the control message. 

12. The control system according to any of the claims 1 to 11, charac- 
terized in that for setting up aV communication channel (CC1, CC2, 
CC3), the control system (SS) also comprises means (RF2) for setting 
up a wireless third data transmission connection (CH3) to the mobile 

30 communication network (PLMN). 

13: The control system according to any of the claims 1 to 12, charac- 
terized in that at least part of the messages (MSG2, MSG3, MSG4) 
are short messages to be transmitted in the mobile communication 
35 network (PLMN). 
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^f^" 7 14. A wireless communication device for controlling a control system, 
characterized in that said communication device (MS) comprises at 
least \ 

5 — means (RF1 ) for setting up a wireless first data transmission 

connection (CH1) to a mobile communication network 
(PLMN), the connection being arranged for transmitting and 
receiving messages, 

10 — means (IR1) for setting up a short distance wireless second 

data transmission connection (CH2), the connection being 
arranged at least for receiving messages, and 



— control means (CTRL1) for generating messages to be 

15 transmitted and for interpreting received messages, and 

memory means (SIM) for storing the messages, 

characterized in that 



20 — said means are ^arranged for receiving an identification 

message (MSG1) via the second connection from the con- 
trol system (SS) when it is within said distance, the mes- 
sage containing data (ID1) for identifying said control sys- 
tem (SS), and \ 

25 

— said means are arranged for transmitting a control message 

(MSG2) via the first connection to said control system, the 
message containing data\(CMD) for controlling said control 
system in a desired manner, wherein said mobile communi- 
30 cation network also comprises authentication means (AC) 

for identifying said communication device and allowing the 
transmission of messages. 

15. The wireless communication device according to claim 14, charac- 
35 terized in that said means are also arranged for receiving a key mes- 
sage (MSG3) via the mobile communication network (PLMN), the mes- 



\ 
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sage containing data (KC1 , KC2) on acceptable key codes for adding 
them in the control message (MSG2) transmitted by the communication 
device, and that said memory means (SIM) are arranged for storing 
said key codes. 

5 \ 

16. A control system, characterized in that it comprises at least 

— means (IR2) for setting up a short distance wireless second 

data transmission connection (CH2) to a wireless communi- 
10 cation^ device (MS) when it is within said distance, the con- 

nection being arranged at least for receiving a control mes- 
sage (MSG2), the message containing at least data (CMD) 



for controlling the control system in a desired manner, and 



15 — 



processing means (CTRL2) for interpreting the control mes- 
sage transmitted from said communication device and re- 
ceived via the second data transmission connection. 



17. The control system according to claim 16, characterized in that it 
20 also comprises means (RF2, TE2) for receiving messages via a com- 
munication channel (CC1\ CC2, CC3) from a mobile communication 
network (PLMN) which is ^rranged for setting up a wireless first data 
transmission connection (CH1) to said communication device for the 
transmission of messages, and that the processing means (CTRL2) are 

25 also arranged for interpreting \he control message (MSG2) received via 
the communication channel. 

18. The control system according to claim 17, characterized in that 
said mobile communication netWork also comprises authentication 

30 means (AC) for identifying said communication device (MS) and for al- 
lowing the transmission of messages, and that the authentication 
means (AC) are also arranged for adding data (ID2) identifying said 
communication device (MS) into the\control message (MSG2) to be 
transmitted. 



WO 01/22760 PCT/FT00/00767 




28 

19. T^e control system according to any of the claims 16 to 18, char- 
acterized in that the control message (MSG2) contains at least the 
telephone number of the mobile communication device (MS) that 
transmitted the control message, to identify said communication device. 

5 \ 

20. The control system according to any of the claims 16 to 19, char- 
acterized in that it also comprises memory means (DB2) for storing at 
least one acceptable key code (KC1, KC2), and that in case the 
received control message (MSG2) also contains a key code (KCO), the 

10 processing means (CTRL2) are arranged to compare the key code of 
the key message with the acceptable key codes, to allow or prevent the 
control. \ 

21. The control system according to any of the claims 17 to 20, char- 
j p 15 acterized in that 

j-fj — it also comprises memory means (DB2) for storing at least 

ll one acceptable key code (KC1 , KC2), 

Ul 

j'y 20 — as a result to\the control message (MSG2), the processing 

means (CTRL2) are arranged to transmit an acknowledge- 
ment message (MSG4) via a communication channel (CC1 , 
CC2, CC3) to the^ communication device (MS), the message 
containing data (KC1 , KC2) on acceptable key codes to be 
25 added to a new control message (MSG2) to be transmitted 

from said communication device, and 

— said new control message is arranged to be received via the 

second data transmission connection (CH2). 

22. The control system according to any of the claims 17 to 21, char- 
acterized in that said means are arranged also for receiving key mes- 
sages (MSG2) transmitted from a server (SRV) via a communication 
channel (CC1, CC2, CC3), the message containing data (KC1, KC2) on 

35 acceptable key codes for storing themyin the control system (SS) for 
comparison. 
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23. The control system according to any of the claims 17 to 22, char- 
acterized in that the key message (MSG3) is arranged to be transmit- 
ted from\a server (SRV) via a mobile communication network (PLMN) 
to the communication device (MS), the message containing data (KC1, 
KC2) on acceptable key codes for storing them in said communication 
device, andythe mobile communication network being arranged for set- 
ting up a first data transmission connection (CH1) to said communica- 
tion device foV the transmission of messages. 

24. The control, system according to claim 22 or 23, characterized in 
that the server (SRV) also comprises memory means (DB1) for storing 
acceptable key cfodes (KC1, KC2), for storing data (ID1) identifying the 
security system to\be controlled by each acceptable key code, and for 
storing data (ID2) identifying the communication device (MS) entitled to 
the acceptable key opde. 

25. The control systeWi according to any of the claims 17 to 24, char- 
acterized in that as a response to the control message (MSG2) 
transmitted by the communication device (MS), the processing means 
(CTRL2) are arranged to transmit a message to said communication 
device regarding the transmission of a new control message (MSG2) 
via the second data transmission connection (CH2), the new control 
message containing at least an acceptable password. 

26. The control system according to any of the claims 17 to 25, char- 
acterized in that 



30 



35 



as a response to the control message (MSG2), the process- 
ing means (CTRL2) are arranged to transmit a key message 
(MSG3) via the mobileVcommunication network (PLMN) to 
the communication device (MS), the message containing 
data (KC1, KC2) on acceptable key codes to be added to a 
new control message (MSG2) to be transmitted from said 
communication device, and 
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10 



said conrol message is arranged to be received via the sec- 
ond data transmission connection (CH2). 



27. The control system according to any of the cliams 1 7 to 26, char- 
acterized \ in that as a response to the control message (MSG2) 
transmitted W the communication device (MS), the control system (SS) 
is arranged to transmit a key message (MSG3) via the mobile commu- 
nication network (PLMN) to another wireless communication device 
(MS), the message containing data (KC1, KC2) on acceptable key 
codes. 



15 



28. The control system according to any of the claims 20 to 27, char- 
acterized in that the key code (KC0) contains at least data (ID2) 
identifying the communication device (MS) that transmitted the control 
message (MSG2). 



20 



29. The control system according to any of the claims 20 to 28, char- 
acterized in that the\key code (KC0) contains at least the telephone 
number of the communication device (MS) that transmitted the control 
message (MSG2). 



25 



30. The control system according to any of the claims 16 to 29, char- 
acterized in that it also comprises control means (LS) for controlling 
the operation of the control system on the basis of the control message. 

31 . A wireless communication device for controlling a control system, 
characterized in that said communication device (MS) comprises at 
least 



30 



means (RF1) for setting up a wireless first data transmission 
connection (CH1) to\a mobile communication network 
(PLMN), the connectiombeing arranged for the transmission 
and reception of messagi 
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vmeans (IR1) for setting up a short distance wireless second 
data transmission connection (CH2) which is arranged at 
least for receiving messages, and 



5 — 



control means (CTRL1) for generating messages to be 
transmitted and for interpreting received messages, and 
memory means (SIM) for storing messages, 



□ 



m 

ru 



10 



15 



20 



characterized in that 

— said means aYe arranged for transmitting a control message 

(MSG1) via the second connection to the control system 
(SS) when it is within said distance, the message containing 
data (CMD) for icontrolling said control system in a desired 
manner. 

32. The wireless communication device according to claim 31 , charac- 
terized in that said means are also arranged for receiving a key mes- 
sage (MSG3) via the mobile communication network (PLMN), the mes- 
sage containing data (KC1 , KC2$ on acceptable key codes for adding 
them to a control message (MSG2) transmitted by the communication 
device, and that said memory means (SIM) are arranged for storing 
said key codes. 



25 33. The wireless communication device according to claim 31 or 32, 
characterized in that said means are also arranged for transmitting 
key messages (MSG3) via the mobile communication network (PLMN) 
to another wireless communication device (MS), the message contain- 
ing data (KC1, KC2) on acceptable key codes. 



